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SUMMARY
	
[bookmark: _GoBack]The Australian Government recognises that the Internet and new and emerging telecommunications/ICTs are enablers of sustainable development and inclusive economic growth. Emerging technologies are also increasing the reliance of our societies on digital connectivity for basic services and utilities, economic activity and information. This dependence introduces new opportunities, such as driving innovation and economic growth, as well as risks concerning the pace of adoption, privacy and cyber security.

The Australian Government addresses these opportunities and risks by engaging in multi‑stakeholder partnerships to encourage growth and innovation, and by making significant investments in our region through programs to deliver activities to improve access, capacity development and cyber security assistance. The Australian Government has also invested in new and emerging telecommunications/ICTs by implementing a strategy to support the rollout and use of 5G, and by establishing a 5G Working Group to raise awareness of the opportunities this technology offers. Similarly, to support large scale Internet of Things (IoT) projects, all levels of government in Australia have fostered investment in IoT projects through public-private partnerships. 

Benefitting from the opportunities that the Internet can provide as an enabler of sustainable development and economic growth will only be possible if the fundamental aspects of the Internet’s success, including global interoperability and multi-stakeholder governance, continue to be maintained and strengthened. The Australian Government supports activities that increase awareness, opportunity, and capacity development regarding Internet and telecommunications/ICTs to support these values.





QUESTIONS
Question 1: 
How will new and emerging telecommunications/ICTs impact both the internet and sustainable development, including the digital economy?
The Internet and digital technologies are profound enablers of sustainable development and inclusive economic growth. The United Nations (UN) 2030 Agenda for Sustainable Development recognises digital technologies as vital to ending poverty, expanding access to quality education, achieving gender equality and social inclusion, promoting inclusive economic growth, improving health outcomes and supporting cross-sectoral innovation.
Emerging technologies including 5G, Internet of Things (IoT) and Smart Cities, are increasing the reliance of our societies on digital connectivity for basic services and utilities, economic activity and information. This dependence introduces new risks as well as opportunities. Actions to protect countries and societies from such risks must be balanced with the ability to take advantage of the opportunities. The Internet, as a subset of broader digital systems, will continue be an enabler of sustainable development if the fundamental aspects of its success, including global interoperability and multistakeholder governance, are maintained and strengthened. 
5G, particularly in combination with IoT, may have significant impacts across the economy, driving innovation, productivity and international competitiveness. However, it remains unclear how the full potential of 5G will be used. Australia sees the rollout of 5G being commercially and competitively driven in the first instance, with government providing policy and regulatory support where appropriate.
In April 2018, the Australian Government’s Bureau of Communications and Arts Research (BCAR) published a report on the Impacts of 5G on productivity and economic growth, which showed that, despite uncertainty about the investment needed to enable 5G, it is likely to improve productivity growth across the economy. 5G could provide an additional AUD$1,300 to AUD$2,000 in gross domestic product per person after the first decade of the rollout.
IoT can also support innovation and economic growth, and will support sustainable development through the proliferation of IoT solutions in vertical markets. These verticals include healthcare, water management, waste management, agriculture, wildlife and marine conservation, natural resource management, transportation, environment, and energy.
Question 2: 
What are the opportunities and challenges for the adoption and growth of the new and emerging telecommunications/ICTs and internet?
General opportunities and challenges
As always, providing citizens with access to new technologies can be challenging given the costs involved. In all instances, the cost relative to the benefits needs to be considered, however, many benefits may be indirect (i.e. externalities) which are difficult to monetise directly, potentially requiring new ways to recognise these benefits. This may be particularly true where ICTs are employed to address wider environmental and societal issues. 
In terms of specific technologies, 5G has great potential but this potential needs to be kept in perspective and marketing must be separated from reality. In Australia, 5G is at an early stage of deployment and the immediate focus is on urban areas and supplementing 4G capacity. Like 5G, IoT’s potential should also be kept in perspective. The technology may be slower to proliferate in Least Developed Countries due to their cost, low capacity for implementation, lack of regulatory frameworks and low public engagement. 
Another challenge is the pace of adoption, which is likely to vary greatly globally over the next five years. As such, earlier network generations like 3G and 4G can continue to play an important role in enabling access to telecommunications services. 
This is particularly relevant to the Indo-Pacific, where capacity to invest in emerging telecommunications technology is a significant issue, particularly for geographically dispersed archipelagic states. The ability of these states to take advantage of the benefits of high speed, low latency connections will require assistance to ensure they can access affordable communications and have the necessary governance structures to maintain competitive telecommunications markets and manage cyber threats and the cyber safety of their citizens. Australia has made significant investments in the Pacific in this regard, including the Coral Sea 2 Cable and cyber security assistance to Papua New Guinea.  
Additionally, the spread of digital technologies creates profound economic opportunities but, at the same time, creates new vulnerabilities. Individuals, the private sector and governments around the world face an evolving array of cyber threats. An open, free, and secure cyberspace is essential to the full realisation of the benefits of these new technologies. As more and more states seek to exert power and influence through cyberspace, there is increased potential for activities in this domain to lead to misperception, miscalculation, escalation and, in the most extreme cases, conflict.
Privacy
The adoption and growth of emerging technologies can also create privacy challenges. The Australian Government has been cautious in its use of emerging technologies and uses automation predominately for repetitive decisions of low complexity. Data practices used to inform emerging technologies, such as automated systems, can raise privacy concerns and emerging technologies should ensure that personal information is confidential and protected against data breaches. 
There are a number of issues that arise from government’s use of emerging technology (such as Artificial Intelligence) in service delivery and decision-making that impact on the administrative law, human rights and information law frameworks. These issues require careful consideration. Additionally, individuals may be unaware if how companies use, share and trade their personal information. Some uses can lead to beneficial and innovative service offerings, but others can involve sharing personal information in ways that do not meet community expectations. Again, careful consideration and balancing is required.
Skills development
In response to new and emerging telecommunications and ICTs, existing jobs are changing and new ones are being created. Businesses rely on the workforce to have the skills needed to drive digital transformation, develop new products and services and use digital tools at work. More than 90 % of Australians will need to use some level of digital skills at work within the next five years.
A skills pipeline that provides channels for individuals to develop a range of digital capabilities throughout their lives is essential. This includes basic digital foundation skills at school through to post‑graduate studies in emerging technologies and reskilling opportunities for transitioning workers.
Question 3: 
How can governments and the other stakeholders harness the benefits of new and emerging telecommunications/ICTs?
General comments
Governments can play an important role in working with industry and the community to facilitate access to new ICTs. This includes providing an appropriate enabling environment in terms of access to necessary inputs (e.g. spectrum, and rights of way), pre-empting or mitigating potential harms or concerns (e.g. through regulation or education) and promoting awareness of the social and economic benefits of new ICTs.
Providing industry with a commercial and competitive operating environment is also important to capturing the benefits of new ICTs, including in terms of their development, deployment, distribution, utilisation and refinement (innovation). 
For example, in relation to 5G, Australia has put in place a strategy to support the rollout and use of 5G, setting objectives and clear concrete measures government will take. Australia also established a 5G Working Group to bring to together stakeholders and raise awareness of the opportunities 5G offers in vertical sectors like transport, agriculture and health.
Similarly, Australian governments at all levels have recognised that it can be difficult for large scale IoT projects to get off the ground, particularly where the pay-offs are long–term and relate to social benefits rather than financial advantage. All levels of government in Australia have therefore fostered investment in IoT projects through public-private partnerships.
Other activities undertaken by the Australian Government Department of Communications and the Arts (DoCA) to harness the benefits of new and emerging telecommunications/ICTs include:
· Working with Commonwealth, state and territory, and local governments to foster better use of existing and emerging communications technologies as part of City Deals and Regional Deals. 
· Co-funding a Horizon Scanning report by the Australian Council of Learned Academies to examine the impact of IoT in Australia over the coming decade. 
Additionally, governments in the Indo-Pacific recognise the importance of the Internet to their future economic growth and prosperity and are increasingly aware of the need to address the associated challenges. They are reaching out to Australia, other donors, institutions, multilateral partners and the non‑government organisation (NGO) community to help develop and strengthen their institutional capacity to respond to new threats, vulnerabilities and risks, understand their obligations online, respect and protect individual rights, while making best use of the Internet to drive economic growth, protect national security and promote international stability. 
For Australia, the Department of Foreign Affairs and Trade’s Cyber Cooperation Program is one avenue in which we assist governments in the region to harness the benefits of new and emerging telecommunications/ICTs. For example, we have supported a technology for development challenge in the Solomon Islands that sought resilient and sustainable technology solutions where cyber security and privacy were inherit by design. 
Digital infrastructure
Access to critical productivity-enhancing infrastructure is essential to take advantage of emerging technology and support the growth in the use of digital products and services.
Government’s role is to create the right enabling environment to ensure digital infrastructure supports changing business and community needs and takes best advantage of the innovation opportunities.
The level of private sector and government investment in digital infrastructure will be a key determinant of how fast emerging technologies can be adopted, along with associated policy and regulatory approaches. 
Harnessing benefits through careful alignment with legal requirements 
Technological developments present an abundance of opportunities to government to streamline and enhance the consistency and efficiency of service delivery and decision-making. Yet given government’s significant information-gathering powers, there is a need to ensure that new technologies align with the legal requirements of administrative law, human rights and information laws in each country and internationally.
Question 4: 
What are the best practices for promoting human skills, institutional capacity, innovation and investment for new and emerging telecommunications/ICTs?​
Collaboration across sectors
Australia takes a collaborative approach to strengthening human skills, institutional capacity and innovation across the Indo-Pacific. Cyberspace is a network which requires coordinated international responses, partnerships between governments and collaboration with the private sector. This approach enables us to draw on a diverse range of expertise, industry experience and skills to deliver outcomes. The Cyber Cooperation Program works with over 25 delivery partners in our region. We have engaged a range of private sector partners to deliver activities, including with Qantas, the Association of Asia Pacific Airlines, and Ernst and Young on the Aviation Cyber Resilience Project in the ASEAN region; cyber security specialists FireEye and Ionize to deliver cyber security capability across the Pacific; and Telstra to provide advice and training on the role of Internet Service Providers in responding to and managing cybercrime and cyber incidents. 
Building digital capacity
Australia is also working to build digital capacity and partnerships on many fronts, including the use of 5G and IoT in multiple industry sectors. This includes for example, the identification of strategic priorities and measures to achieve them; the identification of priority training areas and the allocation of resources to them; the establishment of research centres of excellence and similar bodies; providing funding and other incentives for research and development; and fostering collaboration within and between academia, industry and government. Considering the pervasive role of ICTs in modern life, digital literacy for citizens across the community is a high priority.
Privacy – cross border data flows
The Asia Pacific Economic Cooperation (APEC) Cross Border Privacy Rules (CBPR) system provides a mechanism to facilitate the flow of personal information across borders (predominantly through e‑commerce) while providing effective protection for personal information, essential to maintaining trust and confidence in the digital economy. The system aims to better align privacy law and organisational practices within the APEC region, and better facilitate trade.
Australia is a participant in the system, but has not yet fully implemented it domestically.  
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